Monntnka 06paboTKkn NePCOHAasbHbIX AaHHbIX

1. O6Lwme nonoXxxeHus

HacTosiwasa nonutrka o6paboTkn NepCoHasnbHbIX AaHHbLIX COCTaBMEHA B COOTBETCTBUM C
TpeboBaHnamn deagepanbHoro 3akoHa ot 27.07.2006. Ne152-D3 «O nepcoHasnbHbIX AaHHbIX>» 1
onpenenseT nopsgok o6paboTky NepcoHasnbHbIX AAaHHBIX U Mepbl MO obecneyeHnto
6e30MacHOCTM NepcoHarbHbIX AaHHbIX, NpegnpuHnMaemMble React Labs (manee — Oneparop).
1.1. OnepaTop CTaBUT CBOEN Ba>KHENLLEN LENBIO U YCITOBMEM OCYLLECTBIEHNSI CBOEN
OeaTeNbHOCTU cobntogeHne npae 1 cBobopf YenoBeka 1 rpaxgaHnHa npu obpaboTke ero
NepCOHasbHbIX AAaHHbIX, B TOM Y/CE 3aLMTbl NpaB Ha HEMPUKOCHOBEHHOCTb YaCTHOM XMN3HM,
JINYHYIO N CEMEVHYIO TanHYy.

1.2. Hactoswasa nonutuka Onepatopa B OTHOLWEHMN 06paboTKM NepCoHarnbHbIX AaHHbIX (Oanee —
Monntunka) npumeHseTcs Ko Bcen nHdopmauumn, kKotopyto Oneparop MOXET NONYy4YnUTb O
nocetutensax seb-canta https://react.su/

2. OcHOBHbIE NOHATUSA, NCNofib3yeMble B MNMonntuke

2.1. ABTOMaTnanpoBaHHas o6paboTka nepcoHanbHbIX AaHHbIX — 06paboTka NepCcoHasIbHbIX
AaHHbIX C MOMOLLBIO CPEACTB BbIYUCNTENIBHON TEXHUKN;

2.2. bnoknpoBaHue NepcoHasibHbIX SAHHbIX — BPEMEHHOE MpeKpaLleHne 06paboTku
nepcoHasbHbIX OaHHbIX (32 NCKTIOYEHNEM Cry4YaeB, ecnim o6paboTka Heobxoguma ans
YTOYHEHUNS NEePCOHaNbHbIX OAHHbIX);

2.3. Beb-canTt — COBOKYMNMHOCTb rpatnyeckrx 1 MHOPMAaLMOHHbBIX MaTepMasnoB, a Takxe
nporpamm ansa 9BM n 6a3 gaHHbIX, o6ecneynBaroLLmx Nx OCTYNHOCTb B CETU UHTEPHET Mo
ceTeBoMmy agpecy https://react.su/;

2.4. IHhopmaumoHHas cuctema nepcoHasnbHbIX AaHHbIX — COBOKYMHOCTb COAep KaLLmMXcs B
6asax QaHHbIX MePCOHasbHbIX AaHHbIX, 1 06ecnevmBaroLLMX X 06paboTKy NHPOPMAaLMOHHBIX
TEXHONOMMN N TEXHUYECKNX CPEACTB;

2.5. O6e3nnymBaHmne nNepcoHanbHbIX aHHbIX — OENCTBUS, B pe3ynbTaTe KOTOPbIX HEBO3MOXKHO
onpenennTb 6€3 NCNoNb30BaHWS OONONHUTENBHON NH(POPMaLMN NPUHAANEXHOCTb
nepcoHasnbHbIX AaHHbLIX KOHKPEeTHOMY [onb3oBaTtento M MHOMy Cy6bekTy NepCoHaNbHbIX
AaHHbIX;

2.6. O6paboTka NnepcoHasbHbIX SAaHHbIX — TI0O60E gercTBue (onepauns) Nam COBOKYMNHOCTb
OeNcTBMIA (onepauuin), CoBepLUAEMbIX C UCNONb3OBAHVEM CPEACTB aBToMaTmnaauum nim 6es3
NCNONb30BaHNA TakNX CPeacTB C NepCoHaNbHbIMU OAaHHbIMUY, BKJOYas cbop, 3anucb,
cuctemMaTn3auuio, HakornneHne, XxpaHeHue, yTodHeHne (06HOBNeHNe, U3MEHEHME), N3BIeYeHE,
MCNOMb30BaHWeE, nepepavy (pacnpocTpaHeHne, NPeaocTaBeHne, OOCTyN), obeanyneaHmne,
6noknpoBaHue, yganeHune, YHUYTOXEHNe NepCcoHanbHbIX OAHHbIX;

2.7. Onepartop — rocyaapCTBEHHbIN OpraH, MyHULMNanbHbIA OpraH, topuan4eckoe nnm
hmsnyeckoe nMuo, CaMoCTOATENIBHO UM COBMECTHO C APYrMU NnLamMmn opraHmsytoLime u (unu)
ocyliecTesiowme 06paboTKy NepCcoHanbHbIX OaHHbIX, a TaKXKe onpeaenstowme uenm obpaboTku
nepcoHasnbHbIX AaHHbIX, COCTaB NepCcoHaNbHbIX AaHHbIX, Nognexatlmx obpaboTke, 4eNCTBUSA
(onepavuuu), coBepluaemble C NEPCOHANbHLIMU OAHHBIMU;

2.8. lNepcoHanbHble gaHHble — tobas nHhopmauysi, OTHOCALLASACS NPSIMO UM KOCBEHHO K
onpegeneHHomMy nnu onpegensiemomy Nonb3osarento Beb-canta https://react.su/;

2.9. Nonb3oBartenk — nbon noceTutens Beb-canta https://react.su/;

2.10. lNpepocTaBneHne NnepcoHanbHbIX OAHHbIX — OENCTBUS, HanpaB/ieHHbIE Ha pacKpbiTUe
nepcoHasnbHbIX AaHHbIX ONPeaeneHHOMY 1Ly UK onpeneneHHoMy Kpyry nnu;

2.11. PacnpocTpaHeHne nepcoHanbHbIX OaHHbIX — NI0Oble OENCTBUSA, HanpaBieHHbIE Ha
pacKpbITVe NePCOHasbHbIX OaHHbIX HeonpeaeneHHoMy Kpyry nvu (nepegadya nepcoHanbHbIX
AaHHbIX) NN HA O3HAKOMJIEHNE C NEPCOHasIbHBbIMU AaHHBIMU HEOrPaHUYEHHOrO Kpyra nnu, B TOM
yncne obHapogoBaHVE NePCOHasbHbIX AaHHbLIX B CpeacTBax MaccoBon MHopMauun,
pasmeLleHne B MHHPOPMaLMOHHO-TENEKOMMYHUKALMOHHbBIX CETAX WK NpefocTaBfeHne goctyna
K NepCcoHasnbHbIM OAaHHbIM KaKUM-1M60 MHbIM CNOCO60M;

2.12. TpaHcrpaHuyHas nepegadva nepcoHasnbHbIX OaHHbIX — Nepefaya nepcoHanbHbIX aHHbIX Ha
TEPPUTOPUIO NHOCTPAHHOIO rOCYyAapCcTBa OpraHy BnacT MHOCTPAHHOIo rocyaapcTea,
WHOCTPaHHOMY (PM3NYECKOMY NI MHOCTPaHHOMY OPUONYECKOMY NNLY;

2.13. YHUUTOXXEHME NepCOHaNbHbIX OaHHbIX — NI0Oble OENCTBUSA, B pe3ynbTaTe KOTOPbIX
nepcoHasnbHble JaHHble YHNYTOXKarTCs 6€3B03BPaTHO C HEBO3MOXXHOCTLIO AaflbHeNLWero
BOCCTaHOB/EHUS COAEP>KaHNS NePCOHaNbHbIX AaHHbIX B MUH(POPMALMOHHON cUcTeMe
NnepcoHasnbHbIX AAHHBIX U (M) YHUUTOXAKOTCHA MatepuanbHble HOCUTENN NePCOHANbHbLIX AaHHbIX.



3. Onepartop MoXeT obpabatbiBaTb Crieqyowye nepcoHasnbHble AaHHble MNonb3oBartens

3.1. DnNeKTpoHHbLIN agpec;

3.2. Takke Ha canTte npoucxogut cb6op n o06paboTka 06e3NNYEHHbIX JAHHbBIX O MOCETUTENSX (B
T.4. hannos «cookie») C MOMOLLBLI0 CEPBUCOB UHTEPHET-CTATUCTUKK (AHOekc MeTpuka n 'yrn
AHanuTka v gpyrux).

3.3. BbiwenepeuncneHHble gaHHble ganee no TekcTy MNonmtnkn o6beamHeHbl 0OLLMM NOHATUEM
lMepcoHanbHble AaHHbIE.

4. Llenn 06paboTKn nepcoHanbHbIX OAaHHbIX

4.1. Llenb 06paboTkn nepcoHanbHbIX AaHHbIX MNonb3oBaTtens — npenocTasneHne gocTyna
Monb3oBartento K cepBncam, nHbopMaunm W/unm martepmanam, cogep xalmmcs Ha Beb-canTe.
4.2. Takke Onepatop MeeT Nnpaeo HanpaenAaTb Nonb3oBaTtento yBegoMeHst O HOBbIX
NPOAYKTax 1 ycnyrax, cneynanbHbIX NPenfioXeHnsaX U pasninyHbix cobbiTusax. Nonb3osatenb
BCerga MoXeT 0TKasdaTbCs OT NoNyYeHNs MHOPMaLNOHHbIX coobLieHnn, Hanpasue OnepaTopy
NUCbMO Ha afpec 3NEKTPOHHOM NoYThl support@antiddos.solutions ¢ nomeTkon «OTkas oT
yBEOOMJIEHMI O HOBbIX NPOAYKTaxX U yCnyrax n crneynanbHbIX NPenoXXeHnsax».

4.3. O6e3nunyeHHble faHHble MNonb3oBartenen, cobnpaemble C MOMOLLBIO CEPBUCOB NHTEPHET-
CTaTUCTUKWN, ciy>aT ans cbopa nHhpopmaumm o gencteusx MNonb3oBatenen Ha cante,
yny4lleHns KadyecTBa canta U ero cogepaHust.

5. MNpaBoBble ocHOBaHUSA 06paboTKM NEPCOHAsbHBIX AaHHbIX

5.1. Onepatop obpabartbiBaeT NnepcoHanbHble JaHHble [1onb3oBaTens TOMbKO B Cryvae ux
3anosiHeHnst /unn oTnpasku MNMonb3oBaTenemMm caMoCTOATENBHO Yepes crneunarnbHble (hOopMbl,
pacnonioXeHHble Ha canTe https://react.su. 3anonHss cooTBeTcTBYOWME DOPMbI /WA
OTNpaBnss CBOU NepcoHanbHble faHHble OnepaTopy, Monb3oBaTenb BblpaXkaeT CBOE cornacue ¢
JaHHon MNMonuTtukon.

5.2. Onepatop obpabaTtbiBaeT 06e3M4eHHbIE AaHHbIe O [lonb3oBaTene B cny4vae, ecnm 3710
paspeLleHo B HacTponkax bpaysepa Nonb3oBatens (BKIOYEHO CoOXpaHeHne dannos «cookie» n
1ncnonb3oBaHne TexHonornn JavaScript).

6. Mopsigok cbopa, xpaHeHus, nepenayn 1 Apyrux Bugos o6paboTkm NepCcoHasnbHbIX OaHHbIX
BesonacHOCTL NepcoHanbHbIX OaHHbIX, KOTOpble obpabartbiBatoTcst OnepaTopom,
obecneunBaeTcs NyTem peanMsaumy nNpaBoBbiX, OPraHN3auNOHHbIX N TEXHNYECKUX Mep,
HEeoOXoOMMbIX A5 BbINOJSIHEHUS B MOJIHOM 06beMe TpeboBaHNn OENCTBYHOLLLErO
3aKkoHogaTenbcTBa B 061aCTu 3alnThl NEPCOHaNbHbIX AaHHbIX.

6.1. Onepatop obecneynBaeT COXPaHHOCTb NEPCOHasbHbBIX AAHHbLIX U NPUHUMaET BCe
BO3MO>XHbI€ Mepbl, UCKJIoHaoLme A0CTYN K NepCoHaNbHbIM AaHHbIM HEYNOMHOMOYEHHbIX JINLL.
6.2. NepcoHanbHble gaHHble Monb3oBaTens HAKOrga, HU Npu Kaknx ycnosusix He oyoyT
nepeaaHbl TPETbUM NMLAM, 32 UCKITFOYEHNEM CIyYaeB, CBA3AHHbIX C UCMOSIHEHMEM
OENCTBYIOLLEro 3aKkoHoAaTeNbCTBa.

6.3. B cny4yae BbISIBNIEHNSI HETOYHOCTEN B MEPCOHasbHbIX AaHHbIX, lNonb3oBaTesnb MOXET
aKTyanmsnpoBaTb UX CAMOCTOSTENBHO, NyTeM HanpasneHns OnepaTopy yBeqoMeHVe Ha afgpec
anekTpoHHoM no4Thbl OnepaTtopa support@antiddos.solutions ¢ nomeTkom «AkTyannsauus
NepcoHasbHbIX AAHHbIX>.

6.4. Cpok 06paboTKun NepcoHanbHbIX AaHHbIX ABASETCS HEOrpaHNYeHHbIM. [onb3oBaTesib MOXET
B Nt060O MOMEHT 0TO3BaTb CBOE corflacne Ha 06paboTKy NepCcoHarnbHbIX AaHHbIX, HANpaBuB
Onepatopy yBeaoMeHE NOCPEACTBOM 3JIEKTPOHHOWM NMOYThl Ha 3MEKTPOHHLIN agpec Onepatopa
support@antiddos.solutions ¢ nomeTkon «OT3bIB cornacusi Ha 06pPaboTKy NePCOHaNbHbIX
AaHHbIX».

7. TpaHcrpaHnyHas nepegada nepcoHanbHbIX AaHHbIX

7.1. OnepaTop [0 Ha4yana ocyLLEeCTBEHUS] TPAHCIPAHNYHOW Nepenaqn NepcoHanbHbIX AaHHbIX
0653aH y6eauTbcs B TOM, YTO MHOCTPaHHbIM FOCySapCTBOM, Ha TEPPUTOPMIO KOTOPOIo
npegnonaraeTcs OCyLLEeCTBNATbL Nepefady nepcoHanbHbIX AaHHbIX, obecrneynBaeTcs HagexXHas
3awmTa npaB CyobeKToB NepCcoHanbHbIX AaHHbIX.

7.2. TpaHcrpaHnyHas nepegada nepcoHasibHbIX aHHbIX HA TEPPUTOPUM MHOCTPAHHBIX
rocyAapcTB, He OTBEYaoLLMX BbllleyKa3aHHbIM TPeGOBaHNAM, MOXET OCYLLIECTBNATLCS TONbKO B
cllyyae Hanmums cornacusi B NMCbMeHHON hopme cybbekTa NepcoHasnbHbIX AaHHbIX Ha



TpaHCrpaHNYHylo nepegadvy ero NepcoHasnbHbIX AaHHbIX U/ UCNOIHEHWS [LOrOBOPa, CTOPOHOM
KOTOPOro SIBNSIETCA CYObEKT NepCcoHasbHbIX AaHHbIX.

8. 3aknounTenbHble NONOXKEHNS

8.1. Nonb3oBaTtesib MOXET NONY4YUTL NH0ObIE PA3BACHEHNS MO NHTEPECYIOLLMM BOMNPOCaM,
Kacarommcsa o06paboTkuy ero NnepcoHasbHbIX SaHHbIX, o6paTtnBmnch K OnepaTtopy C NOMOLLBIO
3MEKTPOHHON NoYThl support@antiddos.solutions.

8.2. B paHHOM OOKyMeHTe BynyT OTpaykeHbl toOble N3MEHEHNST MONTUK 06pabOoTKK
nepcoHanbHbIX gaHHbix Onepatopom. MNMonutuka gencTeyet 6eCCpoYHO 40 3aMeHbl €€ HOBOW
Bepcuen.

8.3. AkTyanbHasa Bepcus [Nonutrku B cBO60AHOM OOCTYyMNe pacnosioXeHa B cet VIHTepHeET no
appecy https://react.su/.

9. Mepbl no o6ecneveHnto 6€30MacHOCTM onepaumnin C NCMNoJIb30BaHNEM PEKBU3NTOB KapT
OnnatnTtb 3aka3 Mo>XKHO 6aHkoBcKMK KapTamu Visa, Master Card, «Mup» nnm yepes nnatexHbie
cuctembl Apple Pay, Anpgekc.OeHbrn, QIWI nnn PayPal (nocnegHssi — ToNbKO Ans nokynarenemn
n3-3a npegenos Poccuiickon ®epgepaumn). YTobbl onnatntb NOKYMKY, Bbl OygeTe
nepeHanpasneHbl Ha CepBep NnaTeXXHon cucTeMsl Interkassa, Ha KOTOPOM HY>XKHO BBECTU
Heobxopumble gaHHble. [puy onnate 6aHKOBCKOM KapTon 6e30MacHOCTb NAaTeXen rapaHTupyeTt
npoLeccuHrosbln LeHTp InterKassa.

MnatexHas cuctema InterKassa obnagaeTt NOATBEPXKLOEHHBIM CEPTUHINKATOM COOTBETCTBUS
TpeboBaHunsam ctaHgapTta PCI DSS B yacTtu xpaHeHusl, 06paboTkun 1 nepesayn gaHHbIX
aepxartenen kapT. CtaHgapT 6esonacHocTn 6aHkoBckmx kapT PClI DSS nopnep>xnsaetcs
MeXXOyHapoOHbIMM MAaTeXHbIMU cnctemami, Bkitodas MasterCard n Visa, Inc. Cuctema
Interkassa Tak>ke BNSAETCS y4aCTHUKOM NporpaMmbl HENpepbIBHORO cooTBeTcTBUS Compliance
Control PCI DSS Compliance Process (P.D.C.P.). Bawwn KoHpugeHUnansHble gaHHbIe,
HeobxoanMble s onnatbl (PEKBU3NTLI KapTbl, PErMCTPaUNOHHbIE OAaHHbIE 1 OP.), HE NOCTynaKT
B MHTEpPHET-MarasvH — nx obpaboTka Npon3BoguUTCS Ha CTOPOHE MPOLLECCUHIOBOrO LieHTpa
Interkassa n nonHOCTLIO 3awmuieHa. HUKTO, B TOM Yncie Haw nHTepHeT-MarasnH «React Labs»,
HEe MOXXET MONy4YNTb OAaHHble Bawen 6aHKOBCKOW KapThbl WX MHbIE OaHHble, HEO6XoauMble OIS
OCYLLECTBEHNs nnarexa.



